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Large language models (LLMs) have sparked significant impact with regard to both intelligence and productivity. Numerous enterprises

have integrated LLMs into their applications to solve their own domain-specific tasks. However, integrating LLMs into specific

scenarios is a systematic process that involves substantial components, which are collectively referred to as the LLM supply chain. A

comprehensive understanding of LLM supply chain composition, as well as the relationships among its components, is crucial for

enabling effective mitigation measures for different related risks. A comprehensive understanding of LLM supply chain composition

and the relationships among its components, particularly from a security perspective, is crucial for enabling effective mitigation of

associated risks. While existing literature has explored various risks associated with LLMs, there remains a notable gap in systematically

characterizing the LLM supply chain from the dual perspectives of contributors and consumers. In this work, we develop a structured

taxonomy encompassing risk types, risky actions, and corresponding mitigations across different stakeholders and components

of the supply chain. We believe that a thorough review of the LLM supply chain composition, along with its inherent risks and

mitigation measures, would be valuable for industry practitioners to avoid potential damages and losses, and enlightening for academic

researchers to rethink existing approaches and explore new avenues of research.

CCS Concepts: • Security and privacy→ Software security engineering; • Software and its engineering→ Software libraries and

repositories; Risk management.
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1 Introduction

The large language models (LLMs) have sparked unprecedented discussion about the power of generative language

models. There has been a significant surge in the development and introduction of LLMs, regarding both commercial

LLMs and free open-source LLMs. Researchers and practitioners have extended the capabilities of LLMs beyond natural

language processing, applying them in fields like software engineering, finance, and education, dramatically reshaping

these areas [14, 68, 253].

Integrating LLMs involves more than just utilizing the models themselves. On the one hand, although some ap-

plications may directly employ commercial LLMs, they still require additional solutions such as pre-processing (e.g.,

Promptify [89] for prompt engineering, GPTCache [86] for reducing LLM API call expenses), etc. On the other hand,

businesses may prefer open-source LLMs to enable flexible customizations, which demand more sophisticated compo-

nents, during stages such as fine-tuning (e.g., Labelbox [144]), model conversion (e.g., Onnx [216]), quantization (e.g.,

TensorRT [213]), etc. Consequently, there exists a multitude of sub-components that are transitively depended upon.

Furthermore, the composition types in the LLM supply chain are more varied than in the traditional software supply

chain. Overall, leveraging LLMs is a systematic process that entails numerous components and composition types,

collectively referred to as the LLM supply chain.

Accordingly, we are confronted with a fresh LLM supply chain ecosystem, where the attack surface has expanded

but remains understudied, and the number of participants is rapidly increasing. While the LLM supply chain shares

similarities with the well-recognized open-source software supply chain [146], it also exhibits its uniqueness. For

instance, attackers can exploit publicly accessible LLMs to extract sensitive information (e.g., privacy leakage) or

fine-tune open-source LLMs [65] to embed malicious instructions (e.g., backdoor attacks).

We provide a novel and comprehensive definition for the LLM supply chain, as shown in Figure 1. It encompasses

the ecosystem and sequence of processes integral to developing, training, deploying, and distributing applications that

leverage LLMs, including:

• Stakeholders in various roles. e.g., developers contributing to the artifacts, organizations managing the platforms, or

vendors providing cloud computing services.

• Upstream artifacts in multiple forms. e.g., plaintext source code, binary executables, or serialized models.

• Diverse supply relationships. e.g., augmentation relationships for data, cloning relationships for code, and merging

relationships for models.

• Development stages for various purposes. e.g., data preprocessing, model pre-training, fine-tuning, integration, and

monitoring.

While existing literature discusses risks associated with LLMs, there rarely exists a comprehensive work that outlines

the LLM supply chain from the perspective of contributors and consumers. We aim to answers the following research

questions:
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Fig. 1. Overview of the LLM Supply Chain

RQ1 Composition Analysis: What new components accompanied with their defining characteristics, emerge in the

LLM supply chain, compared with the software supply chain?

RQ2 Risk Analysis: How can we characterize the risks posed by the LLM supply chain? What distinguishes them

from the software supply chain?

RQ3 Mitigation Analysis: How can we mitigate the risks in the LLM supply chain?

To study RQ1, we provide a comprehensive overview of the LLM supply chain, detailing the stakeholders, composing

artifacts, and the supplying types, as illustrated in Figure 1. Our definition of the LLM supply chain differs from that of

Wang et al. [325] by placing greater emphasis on the fundamental components and the supply relationships among

them.

To explore RQ2, we develop taxonomies of risk types, and risky actions related to various LLM supply chain

stakeholders and components. Specifically, we first holistically collect both academic and online resources. Then, we

summarize the risk scenarios as stakeholders performing risky actions on specific supply chain components, which in

turn lead to distinct risk types. We illustrate the risk scenarios from the perspective of upstream risky contributors,

downstream risky users, and risky administrators. Furthermore, to study RQ3, we list the types of various mitigation in

response to the LLM supply chain risks.

Our work explores the technical and operational aspects of the LLM supply chain, offering a holistic understanding

that draws valuable insights for researchers and engineers in software engineering, system architecture, software

security, and data governance. The contributions of our paper are as follows:

• We present a comprehensive overview of the LLM supply chain, including components, stakeholders, and composition

relations.

• We develop a detailed taxonomy of risk and mitigations with regard to stakeholders, risk types and supply chain

components, providing actionable guidance for practitioners involved in the LLM supply chain.

• We envision future challenges and benefits in securing the LLM supply chain.
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2 Related Surveys

Various security-related aspects of LLMs are discussed in existing surveys. For ease of comparison, we focus our topics

on attacks and risks, defenses and mitigations. Additionally, we unify the terminology and definitions across the surveys

to enable a clearer comparison.

Attack and Risks. In the context of attacks and risks, the Output Risk is extensively covered in seven survey

papers [44, 51, 140, 229, 247, 338, 362], which refers to the potential for LLMs to generate harmful, untruthful, halluci-

natory, or unhelpful content. Following this, Privacy Attacks are another major concern, with nine papers addressing

various aspects [44, 51, 64, 140, 153, 205, 229, 247, 362] such as membership inference attacks [59, 163], privacy leakage

(e.g., PPI) attacks, gradient leakage attacks, model inversion attacks, and attribute inference attacks. Besides, Prompt

Attacks is covered in eight papers [44, 51, 64, 140, 153, 229, 267, 362], including prompt injection attack and jailbreaking

attack. A few papers [44, 229, 338, 362] mention Toolchain Attacks. Specifically, Pankajakshan et al.[229] and Yao et

al.[362] mention supply chain vulnerabilities but do not elaborate on the components of the supply chain. Wu et al. [338]

highlight malicious web tool misuse and cross-session access, which are closely related but represent only a subset

of toolchain attacks. Cui et al. [44] identify software toolchain modules as programming language runtime, CI/CD

environment, deep learning framework and pre-processing tools. Finally, Neel et al. [205] particularly addressed the

issue of Copyright Risks in their survey.

Defenses and Mitigation. Defenses and mitigation are suggested in accordance with the corresponding attacks

and risks. For Prompt Attacks, existing works propose Input Sanitization [116, 229]. To mitigate Output Risk, approaches

like Output Sanitization are recommended by several studies [44, 140, 362]. For Data Attacks, the literature suggests

techniques such as Data Cleaning [362], Data De-duplication [205], and Data Sanitization [64]. However, these defensive

techniques are not well-summarized across the surveyed works. While some methods, such as Differential Privacy,

Federated Learning, or LLM Alignment, refer to specific technical measures designed to defend against particular attacks

or mitigate associated risks, other defensive measures are less detailed. For instance, strategies like Output Detection

and Input Sanitization are suggested to address Output Risk and Prompt Attacks, respectively, but they lack in-depth

technical details on how these defenses are implemented.

Comparison to Existing Surveys. Our paper makes the following contributions, highlighting its novelty and

distinguishing it from existing surveys. First, we conduct a comprehensive survey of both academic literature and online

resources with a focus on the open-source LLM supply chain, which has not been systematically collected and analyzed.

Second, we provide a detailed review of the key stakeholders, components, and their supply relationships within the

LLM ecosystem, offering a more structured and process-oriented perspective than prior work [325]. Third, we present a

structured illustration of risk scenarios, linking risky stakeholders to risky actions, supply chain components, and resulting

risk types, from the perspective of three major stakeholder roles. The structured illustration of risk scenarios helps

readers situate themselves within the LLM supply chain ecosystem and gain a clearer understanding of the associated

risks. Finally, we summarize mitigation strategies mapped to these risk scenarios, providing actionable guidance for

managing LLM supply chain risks.

3 Methodology

Following the systematic literature review guidelines [79], we adopt a scientific and systematic approach for literature

collection (see Sec. 3.1), then we perform a taxonomy analysis (see Sec. 3.2). An overview of our review process is

presented in Figure 2.
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3.1 Literature Collection

We review the academic literature and online resources to collect an extensive list of risks and mitigations about LLM

supply chain.

3.1.1 Academic Literature Collection. We define the temporal scope of our survey to span from the emergence of the

earliest relevant publications in this field to the most recent contributions, specifically covering the period from January

2018 to December 2024 (i.e., around 7 years). Two PhD students with over five years of experience in software supply

chain management and two PhD students with over three years in LLM security have engaged in this process. The

detailed steps are as follows.

Initial Paper Querying.We identify potentially relevant papers by conducting searches across major electronic

scholarly databases. Specifically, we select ACM Digital Library
1
, IEEE Xplore

2
, DBLP

3
and Semantic Scholar

4
as our

primary data sources, which are popular bibliography databases containing a comprehensive list of research venues in

computer science. Then, we define the keywords presented in Listing 1 from three domains, i.e., supply chain security

(e.g., security, attack, malware, threat, vulnerabilities), LLM security (e.g., data poisoning, data provenance, model

poisoning) and LLM DevOps (e.g., data validation, model validation, model evaluation).

Listing 1. Search Keywords for Literature Collection

(LLM security AND supply chain security)

OR (LLM security AND LLM DevOps)

OR (supply chain security AND LLM DevOps)

OR LLM security

Furthermore, we perform a manual assessment to determine the relevance of each candidate paper to the topic

of LLM supply chain, excluding those that do not align with the goal of our study. Besides, we exclude short papers

with fewer than 2 pages, as they usually contain only preliminary analysis and do not support rigorous or consistent

comparison; we also exclude survey and summary papers, which are discussed separately in Sec. 2 for comparison with

our work. Consequently, we obtain an initial set of 127 papers.

1
https://dl.acm.org/

2
https://ieeexplore.ieee.org/Xplore/home.jsp

3
https://dblp.org/

4
https://www.semanticscholar.org/me/research
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Paper Snowballing. To mitigate the risk of omitting relevant papers, we apply both backward and forward

snowballing techniques [335] on the initial paper set. In the backward snowballing phase, we check the reference lists

of these papers to discover new candidates. In forward snowballing phase, we use the “cited by” feature in Google

Scholar
5
to identify papers that cite the initial set. This iterative process is repeated until no further relevant papers are

found. All newly identified candidate papers are also manually assessed for relevance, resulting in a final set of 238

papers.

3.1.2 Online Resource Collection. In addition to academic literature, we also include online resources covering the same

time period. e.g., blog posts and incident reports, which often include real-world attacks or the latest knowledge not yet

covered by academic literature. To identify candidate sources, we first employ the same keywords used in the academic

literature collection in Google search engine
6
. We exclude sponsored search results, as they are primarily associated

with product promotion rather than security reports. From the first three pages of search results, we collect 51 candidate

websites. Through manual inspection and assessment, we retain 10 websites. These websites are selected based on their

broad coverage, strong reputation in the cybersecurity community, professional content, timely updates, authoritative

reporting, and the availability of dedicated blog or news pages for security-related content. For resource collection,

we apply these keywords directly in the website search boxes where such functionality is available. For websites

without search functionality, we crawl their blog or news sections and filter the content using the same keywords.

After retrieving candidate reports from these websites, we apply the following screening procedure. (1) Relevance
screening: following the procedure in the academic literature collection, the two PhD students independently skim

the title, tags, and leading paragraphs to determine whether the content is within our scope of model supply chain

security (e.g., risks and mitigations related to data/model artifacts, dependencies, distribution, deployment, and updates),

and exclude items that are out-of-scope (e.g., high-level discussions or commercial tool promotions). (2) Content
check: for the remaining items, we conduct full-text inspection and retain only those that provide verifiable technical

details, such as an explicit attack chain, references to CVEs/advisories when applicable, and/or a clear description of

affected components (e.g., datasets, model checkpoints, libraries, build/release pipelines, or runtime infrastructure) that

establishes a concrete connection to the model supply chain. Any disagreements between the two students are resolved

via discussion and, when necessary, adjudicated by a third student.

Table 1 lists the 10 selected websites along with the number of candidate reports collected via keyword searching

or crawling, and the final number of reports retained after our two-step screening procedure. In total, we collected

152 candidate reports and retained 31 reports after screening. The excluded reports include, for example, marketing

content such as product announcements and vendor advertisements focused on commercial tool capabilities rather

than security analysis, high-level discussions about general AI trends (e.g., future of AI, industry predictions) without

concrete supply chain security implications, and developer guides providing build tips or configuration instructions for

ML tools but lacking coverage of security risks or attack scenarios.

3.2 Taxonomy Construction

We download all the relevant resources and conduct a full-text analysis to inspect and categorize various elements of

LLM risks and mitigations from the literature. The labeling process was conducted systematically in two main steps.

First, each paper was reviewed, and key content relevant to our research questions was extracted. We applied open

5
https://scholar.google.com/

6
https://www.google.com/
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Table 1. Online Resource Websites and Report Statistics

Website Link Initial Retained

GitHub Blog https://github.blog/ 29 2

JFrog https://jfrog.com/blog 7 3

Sonatype https://www.sonatype.com/blog 13 0

Snyk https://snyk.io/blog/ 3 0

Hacker News https://thehackernews.com/ 32 6

Checkmarx https://checkmarx.com/blog/ 2 1

Check Point https://blog.checkpoint.com/ 12 2

The Register https://www.theregister.com/security 28 7

Security Intelligence https://securityintelligence.com/news/ 16 6

SC Magazine https://www.scmagazine.com/ 10 4

Total 152 31

coding to identify distinct concepts and themes (i.e., composition, risks, mitigation) in each section. After extracting

concepts, papers were further categorized along multiple dimensions, including the specific risks identified, stakeholders

involved, affected supply chain stages, and proposed mitigation strategies. This allowed us to capture both intra-paper

details and inter-paper comparisons, ensuring a consistent and structured labeling process across the dataset. Following

initial coding, researchers collaboratively organized coded elements into hierarchical tree structures, refined through

multiple iterations based on six evaluation criteria (hierarchy, accuracy, comprehensibility, relevance, mutual exclusivity,

and coverage). Each iteration involved independent assessment by all researchers, followed by consensus discussion.

This process continued until complete agreement was reached on the final taxonomy. We organize tree structures where

the root represents the risks, stakeholders, and mitigations. In practice, we typically performed 3 iterative refinement

rounds, where each round consisted of independent assessment followed by group discussion. The process terminated

when no further structural changes were proposed by any annotator. The six evaluation criteria is listed as follows:

• Hierarchy. Evaluate whether the tree’s structure is logical, ensuring broader attack categories at higher levels and

specific methods at lower levels.

• Accuracy. Verify the precision of node descriptions by consulting attack case studies and review discussions. We

verify whether each node is explicitly supported by evidence from at least one concrete source, such as documented

attack case studies, CVEs, or established security frameworks. Nodes whose descriptions could not be grounded in

real-world examples or references were revised.

• Comprehensibility. Test the clarity of node descriptions through expert panels or user feedback, ensuring that they

are easy to understand.

• Relevance. Ensure that each node reflects the latest risks and mitigations by reviewing recent research and industry

standards (i.e., MITRE ATLAS, OWASP Top 10, and NIST AI RMF).

• Mutual Exclusivity. Assess whether each node is distinct from the others.

• Coverage.We evaluate coverage by cross-checking each category against existing taxonomies and databases (e.g.,

MITRE ATLAS, OWASP Top 10 for LLMs, and NIST AI Risk Management Framework) to ensure that all major known

risk or mitigation types within the category are represented. Missing techniques identified during this comparison

were added in subsequent iterations.

Each node in the structures is assessed by the four annotators independently. All four hold PhD degrees and have

relevant expertise in AI security. Two are researchers working in top-tier AI industry organizations, and the other two

are faculty members (a professor and an associate professor) at leading universities. During the taxonomy construction

and refinement phases, these four researchers independently assessed each node in our hierarchical structures according

to the six criteria. The structures are refined and re-evaluated iteratively until all annotators reach a final agreement.
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Furthermore, the label is left blank if the literature does not cover specific aspects (e.g., mitigation). Due to unknown

biases, inaccuracies, and insensitivity to subtle distinctions in AI tools, which may affect methodological reproducibility,

we avoided using AI tools or LLMs for the literature review.

4 Composition of the Large Language Model Supply Chain (RQ1)

We present an overview of the LLM supply chain in Figure 1. In general, we identify four types of stakeholders, interacting

with specific components of the LLM supply chain.

4.1 Stakeholders

We summarize four roles of stakeholders in the LLM supply chain. i.e., contributors, consumers, users, and administrators.

Contributors. Person who engaged in development activities and sharing artifacts, such as data, models, prompts,

or third-party libraries, etc.

• Platform Contributors are responsible for contributing to hosting platforms, hardware platforms, and serving platforms

(i.e., Amazon Web Services [258]) and providing stable, isolated, and managed environments.

• Artifact Contributors process, and upload various forms of data, code, prompts, and models to the hosting platforms.

They can be data engineers, model developers, prompt engineers, and library developers.

• Toolchain Contributors are responsible for developing, maintaining, and improving the tools used throughout the

model lifecycle. e.g., Jupyter, TensorFlow for model development, Jenkins, GitHub Actions in CI/CD.

Consumers. We distinguish consumers depending on their consuming components, including platform consumers,

artifact consumers, toolchain consumers, and app consumers.

• Platform Consumers are entities that use the platform infrastructure for various purposes, such as accessing hosting

services, utilizing computational resources, or interacting with serving platforms for deploying and running models

and applications.

• Artifact Consumers are those who utilize the artifacts produced and shared within the platform. This includes data

sets, code, prompts, and models.

• Toolchain Consumers are individuals or teams that leverage the toolchain components for developing, deploying,

and maintaining models. They use model development, CI/CD, and deployment tools to streamline the lifecycle of

models and applications.

• App Consumers are end-users or other systems that interact with applications built using the platform’s resources

and artifacts.
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Users. The users perform interactions with LLM applications (apps) in various forms. Their feedbacks (explicitly or

implicitly) may be collected back to the apps.

Administrators.We summarize administrators as platform administrators and apps administrators.

• Platform Administrators represent a group of people who manage and oversee the infrastructure and another group

who manage repositories of artifacts. They hold the privileges to merge pull requests, manage versioning, and onboard

new contributors.

• App Administrators are responsible for managing the lifecycle of applications that rely on the artifacts and models

within the platform. This includes deploying, configuring, and monitoring applications.

4.2 Components

We summarize four components, including artifact, toolchain, platform, and apps. Figure 3 illustrates the distribution of

supply chain components covered in the surveyed literature. Notably, the majority of the works (218 papers, 71.9%)

focus on risks associated with artifacts, followed by applications (66 papers, 21.8%). In contrast, significantly fewer

studies address risks related to the platform (11 papers, 3.6%) and toolchain (8 papers, 2.6%). This imbalance is partly

attributable to the fact that there are substantially fewer distinct platforms and toolchains compared to models, data, or

prompts in the LLM ecosystem.

4.2.1 Artifacts. The LLM supply chain artifacts include code, data, model, and prompts.

Code. The code encompasses the software and scripts utilized for data processing, model training, and prompt

refinement. This includes code that directly invokes relevant library APIs, as well as the libraries themselves as

dependencies.

Data. The data can be divided as the corpus for pre-training or fine-tuning, and the knowledge database for retrieval

augmented generation.

Model. The model represents a LLM that is trained and fine-tuned. The model may be adjusted or modified through

various transformations, including splitting [397], merging [378], serializing or deserializing [103], and quantizing [141]

its components, among others, to optimize performance.

Prompt. The prompt is crafted to instruct the model effectively, guiding it on what information to retrieve, process,

or generate.

4.2.2 Platforms. The platforms are publicly accessible websites that provide essential infrastructure and services for

distributing, and deploying various components of the LLM ecosystem.

Hosting Platform. These platforms facilitate the storage, and sharing of software packages, models, data, and

related resources required for LLM development and deployment [48, 84]. e.g., Data Hosting Platforms (e.g., Kaggle

[179]), Model Hosting Platforms (e.g., Hugging Face [67]), Repository Hosting Platforms (e.g., GitHub [85]), Package

Registries (e.g., PyPI [74]), Plugin Marketplaces (e.g., Visual Studio Marketplace [196]).

Hardware Platform. These platforms consist of specialized hardware designed to optimize the performance of

LLMs (e.g., compute hardware such as NVIDIA’s H-series GPUs [211], and GPU interconnection such as NVLink [212]).

Serving Platform. These platforms offer cloud-based services to support the training, deployment, and maintenance

of LLMs (e.g., Amazon’s AWS cloud computing platform [298, 300]).

4.2.3 Toolchain. The development and deployment of LLMs involve three toolchains: development toolchain, deploy-

ment toolchain and CI/CD Toolchain.

Manuscript submitted to ACM



10 Huang et al.

Development Toolchain. The development toolchain encompasses the tools and workflows used to train, refine,

and optimize the model, as well as to design and build applications around it. Key components include training

frameworks [6, 15, 145, 206], model serialization and versioning [180], model conversion and model quantization [150,

399] tools, IDEs [122, 312].

Deployment Toolchain. The deployment toolchain focuses on integrating both the trained model and its associated

applications into production environments, and managing them throughout their lifecycle. It automates deployment,

monitoring [52], and real-time updates. Core components include cloud services [191, 297] or containerization tools

(e.g., Docker) that provide the deployment environment.

CI/CD Toolchain. CI/CD (Continuous Integration and Continuous Delivery) toolchain underpins both development

and deployment pipelines by automating integration, testing, and release processes. It ensures that model updates,

such as retraining, fine-tuning, or patching, can be rapidly validated and safely rolled out. Key components include

source code management systems (e.g., GitHub), automated testing frameworks that validate model correctness and

robustness, build and orchestration tools (e.g., Jenkins [120]), and artifact repositories for storing intermediate and

production-ready models.

4.2.4 Applications. Applications provide functionalities and services directly used by users. These applications include

chatbots [18, 78, 129, 226], web applications, intelligent agents [78, 306, 385], text-generation tools, andmore. Application

developers integrate large models into real-world products to develop intelligent applications with API interfaces. For

example, the plugins on the LLM plugin store [307] can offer a wide range of customizable plugins that allow developers

to easily access and implement various functionalities tailored to specific needs. This ecosystem is examined in detail in

Zhao et al.’s forward-looking analysis of the LLM app store [395].

Summary. We examined four key components in the LLM supply chain: artifacts, platforms, toolchains, and

applications. These components can be further broken down into four types of artifacts, three categories of

platforms, three toolchain types, and four applications. The majority of the works (71.9%) focus on risks associated

with artifacts, followed by applications (21.8%), platform (3.6%) and toolchain (2.6%). As platform and toolchain

components constitute foundational and widely adopted layers of the LLM supply chain, their systematic analysis

warrants greater research attention.

4.3 Composition Relations

We discuss the composition relations within the LLM supply chain from the perspectives of declared and undeclared

relations. The relation is derived from components across artifacts, toolchains, applications, platforms, and other related

elements.

4.3.1 Declared Relations. Declared relations are those that can be directly identified from artifacts such as source code,

configuration files (e.g., package manager configuration files), and documentation.

Invocation Relations from Source Code. Declared dependencies are often revealed through import statements or

direct method calls. These include class or method imports, method invocations, the use of imported constants, and API

invocations.

Dependency Declaration in Config Files. Dependencies explicitly declared in configuration files, such as

package.json in JavaScript or pom.xml in Java, provide clear indications of relationships between components. These

files serve as a formal record of required libraries or modules.
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Dependency Statements in Documentation. Declared relations can also be derived from documentation, such as

API references, SBOMs [284], README files, or inline comments, which explicitly describe dependencies, interactions,

or usage guidelines.

4.3.2 Undeclared Relations. Undeclared relations are those embedded during the development and deployment of

LLMs. Unlike declared relations, they cannot be directly inferred from existing artifacts. Nevertheless, they are an

inevitable and integral component of the LLM supply chain.

Training Relations from Training and Fine-tuning Dataset. Data stands as one of the most critical components

in training LLMs. The direct dependencies on data are consolidated into the trained weights, which are inherently

embedded within the models. While explicit patterns are directly extracted, implicit relations, though not directly

extractable, can still be inferred through techniques such as membership inference attacks [59, 71].

Prompt Augmentation Relations from RAG Dataset and Third-party Prompts. The RAG dataset serves as an

external knowledge source, enabling LLMs to acquire a more comprehensive understanding of the queried questions.

Meanwhile, third-party prompts offer detailed and tailored instructions, making it easier for LLMs to interpret and

respond effectively. These elements act as supplementary knowledge sources, providing richer contextual information

for LLMs. As a result, we define these relationships as prompt augmentation relations.

Artifact Cloning Relations. In traditional software development, code cloning commonly occurs as a well-known

reuse practice. As we transition to the LLM supply chain and encounter new types of artifacts, novel forms of cloning

have emerged. For example, to fulfill model cloning, downstream users may split, merge, or convert models, reflecting

more dynamic and complex reuse patterns [34, 339]. Moreover, datasets often undergo preprocessing as a standard part

of the pipeline.

Invoked Toolchain Relations. Toolchains used during model development and deployment introduce implicit

dependencies that are often overlooked. They operate on models, data, and code during development and deployment,

but are not dependencies embedded in the resulting artifacts. However, their influence is implicitly present through

aspects such as compling optimization strategies, or deployment configurations. Consequently, the invoked toolchains

form implicit relations that affect the model behavior, reproducibility, and potential vulnerabilities across the LLM

supply chain.

Comparison to traditional software supply chain composition. Traditional software is primarily composed of

explicitly packaged and versioned artifacts, such as source code, libraries, binaries, and build tools whose relationships

are largely manifested through declared dependencies and configurations. In contrast, the LLM supply chain extends

this composition beyond code-centric artifacts to include data-centric and behavior-defining components, such as

training and fine-tuning datasets, prompt templates, RAG datasets, as well as model structure and weights. While

traditional software composition emphasizes modular reuse through well-defined interfaces and dependency graphs,

LLM composition inherently embeds upstream components into opaque artifacts. This fundamental shift in supply chain

composition highlights the need for LLM-specific composition analysis that accounts for both explicit and implicitly

dependency relations.

Overall, the LLM supply chain, particularly due to its reliance on training data and prompt-based augmentation,

exhibits a predominance of undeclared relations [46, 59, 185], as many critical dependencies are implicitly embedded in

models, prompts, datasets, and toolchains rather than being explicitly captured in observable artifacts.
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Fig. 4. Risky Actions, Supply Chain Components and Risk Types Introduced by Risky Stakeholders

Summary.We explore both declared and undeclared relations within the LLM supply chain. Undeclared relations,

in particular, deserve significant attention due to their inherent complexity in inference and their common

occurence across the LLM supply chain. These represent compositional relationships that may introduce new

risks and challenges.

5 Risks of the Large Language Model Supply Chain (RQ2)

We introduce the notion of risky scenarios. Then, we illustrate risk types, risky stakeholders, risky actions, respectively.

5.1 Risky Scenarios

The risky scenarios can be illustrated that a group of risky stakeholders perform some risky actions on specific supply

chain components, causing certain risk types. The risky stakeholders, risky actions, supply chain components, and risk

types are presented from the first column to the fourth column in Figure 4, respectively.

5.2 Risk Types

We categorize four risk types, including security risks, privacy risks, delivery risks and legal risks.

• Security Risks (SR) include potential threats such as usage for malicious purposes (SR1), compromising system

(SR2), and the emergence of abnormal content (SR3), all of which may raise security concerns for the system.

• Privacy Risks (PR) focus on data vulnerabilities, such as model leakage (PR1), data leakage (PR2), personally

identifiable information (PII) leakage (PR4), code leakage (PR3), and prompt leakage (PR5), all of which can result in

the unauthorized access or misuse of sensitive information.

• Delivery Risks (DR) highlight issues related to the performance and maintenance of services, including performance

degradation (DR1), lack of maintenance (DR2), and denial of service (DoS) (DR3) attacks that hinder service availability.
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• Legal Risks (LR) emphasize complications arising from copyright disputes, license disputes (LR2), and unlawful use

(LR1) of systems, which can lead to legal and compliance challenges.

Figure 5 illustrates the distribution of risk types addressed in the surveyed literature. A majority of the studies (205

papers, 54.2%) concentrate on security risks, followed by privacy risks (91 papers, 24.1%). In contrast, legal risks (49

papers, 13.0%) and delivery risks (33 papers, 8.7%) have received comparatively less attention. This imbalance reflects

a research emphasis on technically measurable threats, such as attacks and data leakage, which are more easier for

empirical evaluation. However, legal risks (e.g., liability attribution, licensing ambiguity, compliance enforcement) and

delivery risks (e.g., deployment misconfiguration, uncontrolled updates) can propagate across multiple stages of the

LLM supply chain and affect multiple stakeholders simultaneously. The limited coverage of these risk types suggests

that existing mitigation strategies may overlook non-technical yet systemic risks that are critical for the safe and

compliant deployment of LLM-based systems.

5.3 Risky Stakeholders

We discuss the risky stakeholders in terms of risky consumers, risky users, risky contributors and risky administrators.

We distinguish between risky users and risky consumers: risky users are primarily end users, whereas risky consumers

occupy intermediate positions in the supply chain.

• Risky Contributors: (a) Malicious contributors can either camouflage legitimate contributors to gain system access or

penetrate into systems by leveraging system vulnerabilities. (b) Benign contributors may unintentionally introduce

vulnerabilities, either through poor coding practices, lack of maintenance, etc. (c) Volatile contributors may suspend

their support under certain circumstances.
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• Risky Consumers: Attackers can play the role of artifact consumers who can (a) act as middlemen that can inject

malicious content during the exchange, or (b) re-develop existing artifact for malicious use. Besides, attackers may

also be (c) platform consumers who can exploit platform vulnerabilities.

• Risky Administrators: (a) Attackers can hack into an administrator’s account, causing severe consequences given the

elevated privileges and control. (b) Benign administrators can inadvertently introduce risks into the system through

misconfigurations or other unintentional actions.

• Risky Users: Users whose purposes are to exploit LLM application vulnerabilities, steal models, conduct jailbreaking

or inference attacks, perform excessive access, or pollute the data using user feedbacks.

Figure 6 illustrates the distribution of risky stakeholders addressed that are discussed in the surveyed literature. A

majority of the studies (134 papers, 39.2%) concentrate on risky consumers, followed by risky users (113 papers, 33.0%),

and risky contributors (91 papers, 26.6%). Few papers discuss the risk introduced by the risky administrators (4 papers,

1.2%). This imbalance indicates a strong research emphasis on externally observable misuse and interaction-level threats,

which are relatively easier to study. By comparison, administrator-related risks, such as misconfiguration, insecure

deployment, or flawed operational governance, are less visible and often context-dependent, which may explain their

limited coverage. However, these risks can have systemic impact, as administrator decisions directly affect model

exposure, access control, and downstream safety guarantees. The lack of attention on risky administrators therefore

reveals an important gap in existing work.

5.4 Risky Actions

We present the taxonomy of LLM supply chain risks with regard to the five composing elements in the LLM supply

chain.

5.4.1 Risks on Artifact. The artifact includes code, data, model and prompt. The first four risks involve the implantation

of malicious code, poisoned data, model backdoors, and poisoned prompts. These risks can be realized through various

implantation mechanisms. We summarize four representative approaches below.

• Dependency Confusion (Squatting names). Attackers publish a malicious artifact (i.e., code, data, model or prompt) to a

public repository with the same name as a popular private artifact. The artifact manager may unknowingly download

the malicious artifact from the public repository instead of the intended private repository [235].

• Typosquatting. Attackers upload malicious artifacts with names containing minor typos to imitate popular legitimate

artifacts. Accidentally installing those artifacts can lead to security issues and compromise the integrity and security

of systems [24].

• Compromising Legitimate Libraries. Attackers may target legitimate artifacts already integrated into the LLM supply

chain. They can conceal their malicious content within pull requests. In addition, attackers may take control of the

artifact from a previous maintainer and release new malicious versions [114].

• Sharing Cloud Environments. Attackers can inject malicious artifact into cloud environments and make it publicly

available to all cloud users. It was discovered that over a thousand Docker container images were found hiding

malicious content [40]. Tomar et al. [304] proposed a threat model that encompasses application-to-container,

container-to-container, container-to-host, and host-to-container attack scenarios. They summarize container-layer

attack types, including malicious code injection, attacks using cloud container exploitation tools, kernel exploits,

tampering, etc.
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Implant Malicious Code. Attackers can develop malicious code and attempt to implant it through various methods.

For instance, Zhao et al. [391] identified nine malicious dataset-loading scripts on Hugging Face that enable sophisticated

attacks, including remote control, browser credential theft, and system reconnaissance. It can cause the risk of malicious

use (SR1), system compromise (SR2), and privacy leakage (PR).

Implant Poisoned Data. Attackers can create poisoned data and implant it during critical stages of building the

LLM supply chain. For example, Souly et al. [281] found that a near-constant number of poisoned samples (about 250

poisoned documents) can compromise models across a wide range of model sizes (from 600M to 13B parameters) and

dataset scales. This finding indicates that poisoned data can be easily injected and become effective during, rendering it

an attractive attack vector for adversaries. It can cause the risk of data leakage (PR2) and malicious use (RR1).

• Training Data Poisoning. Attackers can manipulate the data for malicious purposes [26, 43, 50, 81, 110, 117, 143, 168,

184, 250, 290, 317, 349, 381], and then upload it to public platforms (e.g., Kaggle) [17, 69, 183]. Once integrated into

the LLM supply chain, it would result in the model performance degradation [17, 264, 271, 313, 314].

• Retrieval Data Poisoning. Retrieval-augmented generation (RAG) is widely incorporated to provide the LLM with

sufficient contextual knowledge. The database (or retrieval sources, such as web content) can also be poisoned,

thereby steering the LLM to generate attacker-chosen responses [329, 401].

ImplantModel Backdoors.Attackers canmanipulate publicly accessible models to alter their behavior for malicious

purposes, ultimately affecting downstream users who rely on the compromised models. Generally, the models refer to

various components, including the foundation model, vocabularies, tokenizers, embedding layers, and auxiliary models,

etc [27, 108, 128, 157, 164, 167, 171, 236, 354, 356, 371, 393, 393]. It can cause malicious use (SR1), system compromise

(SR2), emergence of abnormal content (SR3), privacy risk (PR), data leakage (PR2), personally identifiable information

(PII) leakage (PR4), model leakage (PR1), code leakage (PR3), and prompt leakage (PR5).

• Component Dependency Attack. Attackers can manipulate the contents or structures of the composing models of

LLMs, affecting the robustness [45, 266] and causing unexpected consequences[113].

• Backdoor attack. Backdoor attack embeds hidden backdoors in the model during the training process, allowing the

compromised model to perform normally on benign samples but altered on the hidden backdoor input [32, 159, 225].

Implant Poisoned Prompts. Attackers can conceal harmful or misleading prompts into publicly accessible repos-

itories or datasets [105], which are widely shared and reused for downstream users [54, 132, 186]. In fact, several

benchmarks have already been proposed for malicious prompt detection [104]. For example, MPDD [127] is a balanced

dataset consisting of 39,234 prompts, with half labeled as malicious and the remaining half labeled as benign. It can

cause the performance degradation (DR1) of delivery risks.

• Prompt injection. Prompt injections disguise malicious instructions as benign, exploiting the incapability of LLMs on

distinguishing “good” and “bad” prompts [30, 30, 87, 88, 93, 142, 174, 176, 176, 194, 232, 246, 266, 269, 292, 305, 315,

318, 326, 347, 352, 363, 375, 394].

• Jailbreaking. Jailbreaking attempts to bypass safety filters built in the LLMs [22, 36–38, 42, 53, 123, 154, 156, 161, 162,

177, 182, 193, 198, 210, 239, 245, 262, 263, 270, 295, 328, 331, 334, 343, 351, 367, 373, 384, 386, 398], making the LLMs

responsive to restricted or insecure content [21, 53, 72, 268, 268, 331, 400].

Beyond the four implantation-related risks discussed above, we also identify inference-stage risks, including model

stealing and model inference attacks.
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Steal Models.Model stealing attacks are typically carried out by repeatedly querying a target model through its

inference interface and collecting the corresponding outputs [12, 18, 73, 96, 192, 227, 260, 280, 309, 332, 360, 368, 390].

By training a surrogate model on these input-output pairs, an attacker can approximate the functionality of the original

model without accessing its internal parameters or training data. For instance, the GPT4All project fine-tuned the

LLaMA-7B model using one million prompt-response pairs collected via the GPT-3.5-Turbo API, achieving an assistant-

style chatbot, highlighting that extraction and can be accomplished within an affordable budget [248]. It can cause

model leakage (PR1) of privacy risks.

Perform Model Inference Attacks. Inference attacks aim to exploit LLM models, causing them to inadvertently

disclose sensitive information [4, 20, 58, 59, 61, 66, 76, 97, 129, 130, 133, 135, 204, 230, 240, 261, 278, 387, 389, 396]. They

include attribute inference attacks and membership inference attacks. Attribute inference attacks involve deducing

sensitive information (e.g., race, gender, and sexual orientation) from the behavior or responses of LLMmodels [224, 286].

Membership inference attacks aim to predict whether a data sample was included in the training data of LLM [188]. For

example, in the healthcare domain, Netskope’s 2025 report [190] found that sensitive patient data is frequently uploaded

to online platforms, raising serious concerns about the use of AI tools such as ChatGPT and Gemini, because these tools

are not HIPAA-compliant and may use user-provided data for training. This may lead to the leakage of patients’ sensitive

information through attribute inference attacks. It can cause data leakage (PR2), personally identifiable information

(PII) leakage (PR4), model leakage (PR1), code leakage (PR3), and prompt leakage (PR5).

5.4.2 Risks on LLM Apps. The LLM app can be a web application, an agent or a chatbot.

PerformMiddlemanAttacks.AMan-in-the-Middle (MitM) attack involves an attacker intercepting communication

between two parties without their knowledge [273]. MitM attack in the LLM application occurs if an attacker gains

access to the communication channel, allowing them to alter or steal sensitive information being shared between a

user and the AI system [131, 273]. For instance, researchers have found that fake mobile apps impersonating ChatGPT,

DALL·E, and other AI platforms are proliferating on alternative app stores, tracking users and stealing sensitive

information by abusing trusted branding and permissions [47]. It can cause data leakage (PR2), personally identifiable

information (PII) leakage (PR4), model leakage (PR1), code leakage (PR3), and prompt leakage (PR5).

Exploit LLM Application Vulnerabilities. The LLM Plugin Store (e.g., GPT store [217]) and external tools enable

users to install plugins to enhance LLM functionalities [19, 56, 93, 249, 340, 345] or enable agentic workflows [141, 166,

175, 200, 303, 337, 358, 370]. However, the external plugins or tool dependencies may embed malicious code or expose

exploitable vulnerabilities [172], guiding the model to output incorrect content through prompt injection [310, 338],

lead to account takeovers and data leakage [136, 137, 209]. For example, researchers uncovered a critical vulnerability in

ChatGPT’s plugin that could have allowed attackers to install unauthorized plugins and gain access to users’ third-party

accounts and sensitive data [255]. It can potentially cause the malicious use (SR1), system compromise (SR2), abnormal

content (SR3), data leakage (PR2) and performance degradation (DR1).

Perform Feedback Pollution. LLM applications typically leverage user feedbacks to improve their performance [94,

380] (e.g., reinforcement learning based on human feedback), which can possibly be disrupted by false feedbacks [10, 238,

313]. For example, Wang et al. propose a reward-poisoning attack [321] that manipulates human preference rankings in

RLHF to adversarially steer LLM behavior, such as inducing longer generations or embedding trigger-based backdoors.

It can potentially cause the malicious use (SR1), system compromise (SR2), emergence of abnormal content (SR3),

privacy risk (PR).
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PerformExcessive Access. The LLM application may be unresponsive or malfunction due to excessive requests [202,

244, 274, 275]. For example, performing denial of service attacks within the domain of LLMs can significantly increase

the energy consumption and latency of the model [272]. In January 2025, DeepSeek experienced a series of intensive

DDoS attacks, targeting its API and chat systems around its LLM [70]. It can cause performance degradation (DR1).

ManipulateOutput.The responses generated by the LLM application could bemanipulated formalicious purposes [1,

99, 131, 155, 173, 201, 222, 285, 302, 308, 355, 361, 364, 376]. For example, cybercriminals could bypass vendor’s restrictions

to use LLM application for malicious purposes, such as circumventing IP addresses, payment cards and phone numbers

controls [25]. It may facilitate malicious use (SR1) and unlawful use (LR1) when manipulated outputs are intentionally

exploited.

5.4.3 Risks on Platforms. The platforms support various usages for LLM application such as source code management,

data hosting, model training, monitoring, and deployment.

Camouflage Contributors. Attackers can create fake accounts that imitate existing platform accounts (e.g.,,

official accounts) to publish malicious data, code, models, and more [293]. Users may be misled by these repositories,

inadvertently using malicious tools to develop or deploy large models. For example, in the notable xz-utils incident, an

attacker gradually contributed benign patches to gain maintainer trust, and then inserted a stealthy backdoor that was

propagated to downstream systems [9]. It can cause the risk of malicious use (SR1) and system compromise (SR2).

Introduce Malicious Contributors. Attackers can obtain and exploit credentials of existing accounts or API tokens

through various methods [201, 207, 208] (e.g., social engineering). Once in possession of these credentials, attackers can

gain unauthorized access to a range of resources and services associated with LLMs [296]. For instance, Hugging Face

disclosed that a subset of secrets on its Spaces platform [170], including API tokens, may have been accessed without

authorization, underscoring ongoing risks of secret leakage and cross-tenant threats in AI platforms. It can cause the

risk of malicious use (SR1) and system compromise (SR2).

Exploit Platform Vulnerabilities. Attackers can identify and take advantage of weaknesses in the underlying

platforms. They leverage flaws in cloud services (e.g., SAP AI service [254]) to exploit cross-session information leakage,

or retrieve sensitive tokens found in CI/CD artifacts (e.g., GitHub Actions [75]). For example, AWS [299] fixed a critical

FlowFixation bug in its Managed Workflows for Apache Airflow service that could have allowed attackers to hijack

user sessions and potentially execute remote code or move laterally across services. It can cause the risk of malicious

use (SR1), data leakage (PR2) and model leakage (PR1).

5.4.4 Risks on Toolchain. Malicious risks can be introduced at both the development and deployment phases, compro-

mising the integrity and security of the entire pipeline.

Implant Malicious Code. Attackers can compromise the toolchain by injecting malicious code into the toolchain.

For instance, “Xcode-Ghost” [333, 383], a malicious version of Xcode, was distributed through unofficial channels.

Developers unknowingly used this compromised version to build their apps, resulting in the inclusion of malicious

code in the final applications. It can cause the security risk of system compromise (SR2) and the privacy risk (PR).

Exploit Tool vulnerabilities. Attackers exploit known vulnerabilities in development tools, frameworks, or CI/CD

components that have not been promptly patched [77]. For instance, the vulnerability of Jenkins Core [121] can lead

to remote code execution (RCE) via agent connections. It can cause the security risk of system compromise (SR2),

Performance Degradation(DR1) and Denial of Service (DR3) by triggering unexpected errors or system failures.
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5.4.5 Generic Risks to LLM Components. Apart from risks that are specific to the four types of components, we elaborate

on generic risks to LLM components.

Introduce Risky Components. A naive benign contributor may not be fully aware of the hidden vulnerabilities

or security flaws in LLM components. When the benign contributor integrates this component, they inadvertently

expose the LLM and its users to potential exploitation. Besides, the benign contributors may submit code that contains

security flaws or exploits without malicious intent, ranging from weak encryption practices, insecure data handling,

or exploitable logic errors. It can cause the risk of malicious use (SR1), system compromise (SR2), data leakage (PR2),

model leakage (PR1), and the emergence of abnormal content (SR3).

Degrade Sustainability.When a contributor stops maintaining a component, updates for security patches, bug

fixes, and compatibility improvements are halted. The abandoned component contains outdated and incompatible

dependencies that are prone to exploitation or reduce model performance and reliability. For instance, the once-notable

deep learning framework Theano [90] ceased active maintenance due to declining community adoption and the rapid

evolution of alternative frameworks, resulting in growing compatibility issues and increased security and maintenance

risks for downstream users. It can cause the risk of unmaintained (DR2).

Regress Performance. Unintentional actions by contributors or administrators may result in performance regres-

sion [28, 124] of the LLM application. For example, a user reported an apparent performance degradation of ChatGPT-4o,

noting that the model had become noticeably less effective over time on certain tasks [218]. It can cause the delivery

risk of performance degradation (DR1).

Raise License Disputes.While open-source licenses grant general permissions, the owners retain the copyright

of the artifact. It introduces potential risks for users who download and use the code, model or data if contributors

claim copyrights on their code [148, 181, 288, 301]. In fact, a group of anonymous copyright owners already filed a

proposed class-action lawsuit against Microsoft, GitHub, and OpenAI [241], alleging that the companies improperly

used open-source code hosted on GitHub to train and monetize AI systems without complying with the applicable

open-source licenses. They may enforce restrictions or take legal action if users violate the terms of the license [199]. It

can cause the risk of license disputes (LR2).

Figure 7 illustrates the distribution of risky actions addressed in the surveyed literature. The five most frequently

discussed actions are exploiting LLM application vulnerabilities (90 papers, 21.1%), implanting poisoned prompts (74
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papers, 17.4%), implanting poisoned data (59 papers, 13.8%), performing model inference attacks (55 papers, 12.9%), and

implanting model backdoors (33 papers, 7.7%). These actions are largely inherent to the unique characteristics of LLMs

and represent threats that are distinct from those observed in traditional software supply chains. In contrast, only a few

papers address actions such as degrading sustainability (4 papers, 0.9%), and discontinuation of maintenance (1 paper,

0.2%). This disparity suggests that existing research prioritizes immediate, attack-driven risks over risks that accumulate

over time through maintenance neglect, resource exhaustion, or model aging. Given the continuous deployment and

iterative evolution of LLM applications, insufficient consideration of such long-term risks may undermine system

reliability, security posture, and lifecycle sustainability in practice.

Comparison to traditional software supply chain risks. While many risks in the LLM supply chain stem from

traditional software ecosystems—such as Implant Malicious Code, Dependency Confusion, Typosquatting, Compromising

Legitimate Libraries, Sharing Cloud Environments, Camouflage Contributors, Introduce Malicious Contributors, Exploit

Platform Vulnerabilities, and Exploit Tool Vulnerabilities, LLMs also introduce risks that are specific to their data-driven

training paradigm and instruction-following inference behavior. These include Implant Poisoned Data, Implant Model

Backdoors, and Implant Poisoned Prompts, as well as inference-stage threats such as Steal Models and Perform Model

Inference Attacks. In addition, LLM applications expose unique interaction-layer risks, including Prompt Injection,

Jailbreaking, Perform Feedback Pollution, and Manipulate Output, which have no direct counterparts in traditional

software systems. By distinguishing between inherited software supply chain risks and LLM-specific risks, this taxonomy

highlights the need for specialized governance and mitigation strategies tailored to the unique properties of LLM

ecosystems.

Summary. We illustrate the risky scenarios, including high-risk stakeholders, actions, risk types, and their

corresponding components within the supply chain. Compared to the traditional software supply chain, the LLM

supply chain involves unique risks, such as implanting poisoned data, steal models, and perform model inference

attacks. Some risk types are exclusive to LLMs, such as steal models and perform model inference attacks. The

affected components in the LLM supply chain represent a new range of software elements that deserve further

investigation and consolidation.

6 Mitigation of Risks in Large Language Model Supply Chain (RQ3)

We elaborate on the mitigation of risks in the LLM supply chain with regard to six aspects, as illustrated in Figure 8

6.1 Proactive Detection

Proactive detection refers to managing systems and processes in a way that anticipates issues, implements preventive

measures, and drives improvement rather than merely reacting to problems.

Malware Detection. Malware detection identifies viruses, worms, trojans, and software backdoors from third-party

libraries in both binaries and source code. Key techniques include signature comparison, static analysis, and dynamic

analysis. Signature-based detection tools, like VirusTotal [311], are effective for identifying binary malware. Recent

research has advanced these approaches by modeling the behavior of malicious packages using static characteristics

alone [112, 379], as well as integrating both static and dynamic analyses to enhance detection accuracy [60, 106]. This

measure can mitigate the risk SR2.

Sanitization. Sanitization involves various techniques to enhance data and prompt security [23, 35, 91, 203, 223,

289, 316, 323, 365, 374], mitigating risks SR3, PR2, and PR4.
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Fig. 8. Distribution of Mitigations that Covered in our Collected Literature

• Data Filtering. Data filtering aims to exclude irrelevant, or potentially harmful data. It typically can be realized by

replacing sensitive information with non-sensitive tokens. The sensitive information can be identified by named

entity recognition algorithms [147]. These methods not only effectively block poisoned or policy-violating content,

but also help prevent data leakage by ensuring that shared or processed data cannot be traced back to individuals [41].

• Maliciousness Classification. Maliciousness classification employs automated classifiers to detect and label adversarial

or malicious inputs, such as poisoned data, harmful prompts, or suspicious queries [41, 55].

• Data Deduplication. Jagielski et al. discovered that model privacy attacks are more effective on the training dataset

that appears multiple times [118]. Removing duplicate text from the training data [2] helps protect against model

memorization of sensitive information.

• Prompt Sanitization. Prompt sanitization [265] filters sensitive tokens (e.g., injection tokens [82]), or regularized

prompts are provided to LLMs to ensure that the model does not misinterpret their original intent, thereby preventing

abnormal content or malicious behavior. Suo et al. [292] applied signatures to sensitive elements (e.g.,’delete file’)

in the user’s prompt and Robey et al. [243] randomly perturb characters in a given input prompt (e.g., inserting

random characters), effectively prevent jailbreaking in LLMs. Chen et al .[30] separates prompts and user data into

two independent channels to prevent prompt injection.

AnomalyMonitoring. Platforms can apply authorized and restricted access for untrusted accounts. e.g.,multi-factor

authorization [234]. Apart from that, they can adopt anomaly monitoring by observing developing activities to identify

any suspicious behavior [243], such as unauthorized access attempts, changes to account settings, or unexpected pull

requests. For example, Danielle et al. [92] leveraged commit messages to detect anomalies and malicious commits. This

measure can mitigate the risk SR2.

6.2 Protective Operation

Data Encryption. Data encryption protects data confidentiality by converting it into an unreadable format [276],

consisting of three types: symmetric encryption [107], asymmetric encryption [111, 169], and hybrid encryption [3].

With effective key management mechanisms, the data cannot be deciphered, significantly reducing the risk of data

privacy breaches [353]. This measure can mitigate the risk PR2 an PR4.
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Fig. 9. Mitigations against Risky Actions

Differential Privacy. Differential privacy [8] protects the private information of individual records in a dataset [57,

62, 63, 277, 282]. Specifically, a differential privacy mechanism adds noise to each training data point. It ensures that

even if a particular data point is replaced or removed, the model’s output will not be significantly affected, which

effectively prevents attackers from inferring private information in the training data by analyzing the model’s outputs.

This measure can mitigate the risk PR4.

Access Control. Access control mechanisms are essential measures to ensure systems secure interactions and

protect sensitive information in systems.
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• Account Access Control. Authorization (i.e., restricting access to authorized users), authentication (i.e., enforcing

mutual authentication and encryption), and rate Limiting (i.e., limiting access to verified users via rate-limiting

mechanisms) ensure authorized clients, credible feedback and controlled access rate to prevent system abuse (e.g.,

Denial of Service (DoS) attacks). This measure can mitigate the risks DR1, DR2 and DR3.

• Session and Data Isolation. Session isolation techniques (e.g., sandboxing) separates user sessions, preventing cross-

session attacks [341]. Besides, platforms can utilize secrets management tools, log scanning to ensure that sensitive

information like tokens and API keys are not exposed in public repositories or logs [75]. This measure can mitigate

the risks SR2, PR2, PR4, PR1 and PR3.

Model Obfuscation. Model obfuscation protects the security and privacy of the LLMs. It modifies the model’s

structure or parameters to prevent attackers from being reverse-engineering or maliciously exploiting. Zhou et al. [397]

proposed an active defense solution for model theft via automated weight obfuscation. Nevertheless, model obfuscation

inherently incurs performance degradation [397]. As a result, practitioners must carefully balance the trade-off between

intellectual property protection and model efficiency when deploying obfuscation-based defenses. This measure can

mitigate the risk PR1.

Homomorphic Encryption. Homomorphic encryption is a form of encryption that allows computations to be

performed directly on encrypted data without needing to decrypt it first. Chen et al [31] employs homomorphic

encryption to enable privacy-preserving inference for Transformer-based models. This measure can mitigate the risk

PR2.

Multi-Party Computation. Li et al. [152] achieve private transformer inference using Secure Multi-Party Computa-

tion. Federated learning [98, 346, 392] can be regarded as a particular type of multi-party computation. It enables multiple

clients collaboratively train a shared model without transferring their individual data to a central server [158, 388]

while keeping the shared model remain secure and resistant to backdoor attacks or malicious data manipulation. This

measure can mitigate the risk PR2, PR1 and SR3.

Vulnerability Detection. Vulnerability detection identifies weaknesses or flaws in software or systems that could

be exploited by attackers. For example, platforms should also ensure that their systems are following best security

practices, such as least privilege, secure credential storage, and network segmentation, keeping all CI/CD tools and

dependencies up to date with the latest security patches to protect against known vulnerabilities [254]. This measure

can mitigate the risk SR2.

6.3 Accountability Mechanism

Software Bill-of-Materials Analysis. A Software Bill of Materials (SBOM) is a list of inventory components imported

from third-party libraries or data [187], helping users avoid unvetted or potentially risky libraries. Several commercial

tools offer SBOM analysis, including Sonatype Management [279], BlackDuck [13], and Microsoft’s SBOM tool [195].

Given the widespread use of LLM applications, SBOM analysis can be expanded to encompass not only third-party

libraries, but also models, data, prompts, and other related elements. In fact, recent research has already proposed

similar notions and specifications, including MLBOM [49, 287], AIBOM [237, 283], and DataBOM [178]. This measure

can mitigate the risk SR2 and SR3.

Watermark. Watermark techniques embed identifiable information into data or models to ensure traceability,

authenticity, and protection against misuse [151, 228, 348].
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• Data Watermark. Data watermark protects data privacy by embedding specific watermark identifiers [291, 294] into

the training dataset, thus identifying and tracing the data source. This measure can mitigate the risk PR2.

• Model Watermark.Model watermark [95, 382] embeds traceable information into the text generated by LLMs to verify

the model’s source and authenticity without degrading output quality, such as logits modification [134], entropy-based

embedding [149], multi-bit payload [322], and token sampling [138]. This measure can mitigate the risk PR1.

Model Signature.Model signature helps to track and manage the origin of models [320]. Jiang et al. [125] described

useful attributes for representing the model signature, such as provenance, reproducibility, and portability. Recording

and verifying key attributes, provides a reliable reference point, allowing researchers or engineers to trace and verify

the model’s training process, thereby determining whether the model has been maliciously modified or compromised.

This measure can mitigate the risk PR1.

6.4 Resilient Training

Model Alignment. Model alignment [11, 16, 231, 233, 252, 319, 324, 330, 350, 357, 359, 377] ensures that a model’s

outputs and behaviors align with human values and expectations. Reinforcement Learning from Human Feedback [160,

189, 219] incorporates human feedback into the model’s training process, guiding the model to learn which behaviors

are appropriate or not. This measure can mitigate the risk SR3.

Adversarial Training. Adversarial training is designed to enhance model robustness by exposing the model to

adversarial examples [29, 39, 80, 100, 101, 115, 119, 139, 220, 251, 327, 336, 342, 366, 369] during training. By learning to

recognize and handle these malicious inputs, the model becomes more resilient to attacks and unpredictable behavior.

This measure can mitigate the risk SR3.

Robust Tuning. Robust tuning enhances the defense of LLMs against prompt risks by incorporating specific

techniques during tuning [5, 33, 83, 165]. For example, Yue et al. [372] fine-tuning a generative language model with

differential privacy to generate privacy-preserving synthetic text. Ozdayi et al. [221] leverage prompt-tuning to control

the extraction rates of memorized content, avoiding attack modifying LLM weights. This measure can mitigate the

risk SR3.

6.5 Management

RiskAwareness Training and SecureAuditing.Administrators should be vigilant when components are incorporated

into their software systems [140, 197, 259]. On the one hand, they should actively monitor for known vulnerabilities in

third-party libraries and frameworks, thus reducing their exposure to potential threats. On the other hand, they should

familiarize themselves with licensing agreements, intellectual property rights, and the potential liabilities tied to both

open-source and proprietary components. Furthermore, they should conduct regular security audits to assess LLM

supply chain component security and compliance. This measure can mitigate the risks SR2 and LR2.

Secure Coding Procedure. Adhering to secure coding practices is fundamental [126] to minimizing software

vulnerabilities. This includes following best practices for input validation, implementing robust error handling, and

adhering to established secure coding guidelines. By prioritizing these practices, developers can substantially lower the

likelihood of introducing security flaws into their applications, thereby safeguarding user data and assets. This measure

can mitigate the risk SR2.

Permission Management. Permission management includes enforcing strict vetting processes to ensure that only

trusted components are introduced into the system [344]. Additionally, employing role-based access control (RBAC)
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limits permissions, ensuring that users and LLM supply chain components have only the necessary access to perform

their functions, thereby reducing the attack surface. This measure can mitigate the risks SR1, SR3 and LR1.

6.6 Contingency Plan

Preparing Alternatives. The contingency plan defines a set of predefined actions and response procedures when

unexpected events occur. Preparing alternatives involves developing backup plans to mitigate risks arising from reliance

on components that may become unsupported or discontinued [109]. Moreover, advanced replacement techniques are

also needed to help migrate the original component into a new one with the least effort and cost. For example, Almeida

et al. propose an LLM-based approach for automated SQLAlchemy library migration [7]. This measure can mitigate the

risks SR2, DR2 and DR3.

Figure 8 presents the distribution of mitigation strategies discussed in the surveyed literature. The majority of

studies propose solutions based on proactive detection (74 papers, 33.2%) and protective operation (56 papers, 25.1%).

Resilient training techniques also account for a significant portion, reflecting efforts to enhance model robustness

during development. The fourth and fifth most discussed strategies involve management (20 papers, 9.0%) practices and

accountability mechanisms (17, 7.6%), which primarily address socio-organizational aspects of risk mitigation. Notably,

only one paper discusses the use of contingency planning as a mitigation approach.

Summary. We discusses various strategies to mitigate risks in the LLM supply chain. Key measures include

malware detection and Software Bill-of-Materials (SBOM) analysis to address risks from third-party libraries, and

privacy-preserving techniques such as data deduplication, encryption, and differential privacy to secure datasets.

These strategies address a comprehensive range of risks, ensuring a robust framework for LLM development,

deployment, and operation.

7 Evidence from Existing Systems

We examine real-world security incidents in the LLM supply chain and to validate the applicability of our risk taxonomy

and mitigation strategies. We selected four cases, which were purposefully selected based on: real-world impact,

coverage of LLM supply chain components, and diversity of LLM supply chain risks and mitigation. For each case, we

conducted a targeted Google search using case-specific keywords and reviewed the first ten results on the first page.

We examined the associated documents to understand how the reported incidents illustrate concrete risk scenarios

and how these scenarios map to our taxonomy. To reduce misunderstanding and misinterpretation, one author first

reviewed the selected sources and summarized the identified risk scenarios and corresponding mitigation measures. A

second author then independently cross-checked the summary. Any discrepancies were discussed and resolved through

consensus. Table 2 presents the analyzed systems and their mapped compositions, risks, and mitigations.

Probllama. Ollama is an open-source and widely-used framework that allows users to operate LLMs. Recently,

researchers uncovered 6 vulnerabilities in Ollama [214]. The vulnerabilities could allow an attacker to carry out a wide-

range of malicious actions, including Denial of Service (DoS) attacks, model poisoning, model stealing, etc. Researchers

highlighted that the inherent lack of authentication support in these tools makes them vulnerable when exposed to

external environments. Specifically, the CVE-2024-37032, known as the “Probllama” vulnerability, allows arbitrary file

writes through path traversal, which could lead to remote code execution, data breaches, or corruption of critical files in

environments with elevated privileges (e.g., Docker). The risk scenario is that Vulnerability Exploiter performs Stealing

Models and Performing Excessive Access on AI models, causing Model Leakage (PR1), and Denial of Service (DR3), which
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Table 2. Mapping between Systems and Composition, Risks and Mitigation

System Composition

Risks

Mitigation

Risky Stakeholder Risky Actions Risk Types

Ollama Artifact Risky Consumer

Stealing Models, Perform-
ing Excessive Access

Model Leakage
(PR1), Denial of
Service (DR3)

Access Control, Permission Management

Ray Platform Risky User

Exploit Platform Vul.,
Stealing Models

Data Leakage
(PR2), Model
Leakage (PR1),
PII Leakage
(PR4)

Vulnerability Detection, Access Control

“nullifAI”

and HF

Safetensors

Toolchain Risky Consumer

Exploiting LLM App. Vul.,
Exploiting Platform Vul.

System Com-
promise (SR2),
Privacy Risks
(PR)

Vulnerability Detection and Malware De-
tection

DeepSeek Applications

Risky User, Risky

Consumer

Performing Middleman
Attacks, Exploiting LLM
App. Vul., Introducing
Risky Components

System Com-
promise (SR2),
Privacy Risks
(PR)

Risk Awareness Training and Secure Au-
diting, Software BOM Analysis, Malware
Detection

includes Chatbots, Web Apps and Intelligent Agents, etc. The corresponding mitigation measures include Access Control

and Permission Management [214].

Ray. Ray is a distributed computing framework designed to simplify the process of scaling AI applications. It

was reported that attackers have been exploiting a missing authentication vulnerability in the Ray AI framework to

compromise hundreds of clusters [215]. By default, Ray does not enforce authentication and does not support any

type of authorization methods. Reporters say that hundreds of Ray clusters were hacked via this bug [257], with the

attackers stealing AI models and data, database credentials, password hashes, SSH keys, and OpenAI, HuggingFace, and

Stripe tokens. The risk scenario is that Vulnerability Exploiter performs Stealing Artifacts including data, model and

code, etc, causing Data Leakage (PR2), Model Leakage (PR1), PII Leakage (PR4). The corresponding mitigation measures

include Vulnerability Detection and Access Control .

“nullifAI” and Hugging Face Safetensors. Pickle is a popular Python module for serializing and deserializing

ML models. However, Pickle is considered an unsafe data format that allows Python code to be executed during

deserialization, which can lead to arbitrary code execution. A research team came upon two Hugging Face models

containing malicious code exploiting the unsafe mechanisms of Pickle, named as “nullifAI” [242]. The risk scenario

is that Vulnerability Exploiter performs Exploiting Artifact Vulnerabilities including data, model and code, etc, causing

System Compromise (SR2) and Privacy Risks (PR).

Furthermore, the Hugging Face introduces a new safe serialization format called Safetensors [102] to mitigate the

supply chain risk posed by vulnerable serialization formats. They created a conversion service to convert any PyTorch

model contained within a repository into a Safetensors alternative via a pull request. However, researchers demonstrate

that attackers could compromise the Safetensors conversion space and its associated service bot [102]. The risk scenario

is that Vulnerability Exploiter performs Exploiting Platform Vulnerabilities, causing System Compromise (SR2) and Privacy

Risks (PR). The corresponding mitigation measures include Vulnerability Detection and Malware Detection.

DeepSeek Brand Impersonation. DeepSeek AI chatbot quickly gained international attention, making it a prime

target for abuse. Attackers leverages a tactic known as brand impersonation, creating look-alike websites to deceive

users and steal private information [256, 402]. They also uses a fake CAPTCHA page to deceive users into executing a

malicious command. The risk scenario is that System Compromise (SR2) and Privacy Risks (PR) are caused by Vulnerability

Exploiter Performing Middleman Attacks and Exploiting LLM App. Vulnerabilities, and Negligent User Introducing Risky
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Components. The corresponding mitigation measures include Risk Awareness Training and Secure Auditing, Software

BOM Analysis and Malware Detection.

8 Discussion

We discuss the key challenges in mitigating risks within the LLM supply chain.

Opaque Dependencies. The first challenge lies in constructing a precise and comprehensive Bill of Materials (BOM)

for LLMs. In traditional software, an SBOM enumerates source code files, libraries, dependencies, and versions. By

contrast, many LLM components are inherently opaque: datasets are massive and often untraceable (see Training

Relations from Training and Fine-tuning Dataset in Sec. 4.3.2), pretrained weights embed external knowledge without

clear provenance (see Artifact Cloning Relations in Sec. 4.3.2), and prompts are transient (see Prompt Augmentation

Relations from RAG Dataset and Third-party Prompts in Sec. 4.3.2) yet capable of introducing risks. Thus, recovering

the opaque dependencies around the LLM (BOM) is fundamentally more difficult, as it must capture not only static

dependencies but also probabilistic factors that contribute to model behavior. The absence of standardized metadata

formats for LLM artifacts further hinders reproducibility, auditability, and transparency.

Unquantifiable Risks and Undetermined Risk Propagation. The second challenge lies in the fact that many risks

in the LLM supply chain are difficult to quantify and their propagation remains poorly understood. Unlike traditional

software vulnerabilities, which can often be measured in terms of severity and exploitability, LLM-specific risks such as

poisoned data, poisoned prompts, feedback pollution, or model stealing (see Sec. 5.4) lack clear metrics for evaluation.

For instance, the impact of poisoned samples on model integrity (see Sec. 5.4) is primarily supported by empirical

evidence rather than formal guarantees, leaving the propagation and extent of such risks insufficiently characterized.

Likewise, while prompt injection attacks (see Sec. 5.4) show that adversaries can steer model outputs via crafted inputs,

their probability of success and downstream consequences are still poorly understood. Moreover, once such risks are

introduced, their trajectories are uncertain: Do poisoned weights continue to exert influence after fine-tuning or prompt

sanitization? Do vulnerabilities persist when models are reused, distilled, or integrated into downstream systems? These

unquantifiable risks and uncertain propagation patterns complicate systematic analysis, making exposure difficult to

assess and undermining the long-term trustworthiness of the supply chain.

Imperfect Risks Mitigation. Software vulnerabilities can often be patched or dependencies replaced in traditional

software, but risks embedded within an LLM are persistent and rarely removable. Once a model is trained on poisoned,

biased, copyrighted, or sensitive data, it cannot simply be “uninstalled” or “patched”. For example, one of the sanitization

technique leverages maliciousness classification (see Sec. 6.4), which inherently cannot eliminate risks entirely but

instead aim to contain them at a manageable level. Retraining from scratch is prohibitively costly, while fine-tuning,

filtering, or post-hoc defenses typically address only part of the problem and may even introduce new side effects. For

instance, resilient training (see Sec. 6.4) can improve model robustness and reduce susceptibility to malicious inputs or

harmful behaviors. However, these approaches require substantial computational and human resources, which may

not generalize to unseen attacks, and only partially mitigate the embedded risks. Consequently, mitigation remains

imperfect, offering only partial containment rather than complete eradication of risks. This underscores the need for

more robust strategies, such as auditable training pipelines, verifiable provenance tracking, and continual monitoring

of model behavior, while acknowledging that such measures still cannot guarantee absolute trustworthiness.

Addressing these challenges yields several important benefits. First, an accurate LLM BOM provides a foundation for

proactively defending against risks such as implanting poisoned data, implanting malicious code, implanting poisoned

prompts, performing feedback pollution, or raising licensing disputes. Second, it enables auditable and transparent
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development practices, which are essential for the trustworthy deployment of LLMs in high-stakes domains. Third, it

enhances traceability across the supply chain, facilitating error diagnosis, model version control, and the safeguarding of

sensitive information. Collectively, these benefits strengthen the reliability, accountability, and long-term sustainability

of the LLM ecosystem.

9 Conclusions

The rapid growth of LLMs has transformed numerous industries, creating an intricate supply chain that may incur

potential risks. This paper presents a comprehensive overview of the LLM supply chain. We identify and categorize

the risks inherent in this supply chain, framing them through stakeholders, risky actions, risk types, and specific

supply chain components. Additionally, we provide a taxonomy of mitigation strategies, offering actionable guidance

for stakeholders seeking to navigate and secure the LLM supply chain. We also highlight emerging challenges and

opportunities in securing the LLM supply chain, aiming to inspire further research into robust defenses and proactive

security measures.
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